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Abstract 

Cloud computing has occupied a major role in today’s 

computing world. In this paper we implementing fast 

access control (FAC) using fingerprint identification on 

ATM machine. They are highly used by many 

organizations. As the demand increases the security of 

the network also should be improved in order to provide 

secure data. Cloud computing service providers also have 

their own programming model and APIs to be used by 

user. It has a fast access control using the fingerprint 

identification is introduced. In this study a way of 

hadloop via Ethernet, wifi, or 3G low capacities Linux 

embedded platform linked. In a client side, javaVM 

treated as the framework of programming development. 

To verify the cloud system effectiveness and efficiency 

in access control finger print identification using in 

hadloop cloud computing has been successfully verified 

within 2.2 seconds in average access identification to 

exactly cross examine the subject identity. The cloud 

computing is towards large amount of data, low cost, 

efficiency and reliability of the services.  

    Keywords: APIs, java virtual machine, access control 

    system. 

1. Introduction 

Cloud provides different types of services for us with 

the least cost. The cloud is transforming service 

provision models over the entirely current IT industry. 

The services are   

 11. Platform as a service. 

 1.2. Software as a service. 

     1.3. Infrastructure as a service. 

Some of the cloud services provides as Google, 

Amazon, Microsoft, Salesforce.com. Personal 

computers or servers instead of mainframes, IT 

companies could reduce their capital in infrastructure 

investment and obtain even higher performance (e.g., 

more storage capacity, more memory capacity, more 

CPU cycles and so on) and achieve even higher 

availability, scalability, fault-tolerance, which are 

guaranteed by software's. As a result of this, some of 

the companies (e.g., Amazon) are able to lease some 

of the raw resources (e.g., storage capacity, CPU 

cycles).  

The security of cloud computing  is internet based 

computing , Common resources will be shared 

among many users . Data is moving from your data 

centre to cloud provider premises. It involves 

security of both physical and virtual resources. 

Physical resources security is similar to traditional 

security approaches. 

  
Cloud computing encompasses any subscription based 

or pay use per service that in real time over the 

internet and that can be extended IT’s existing 

capabilities. Cloud computing is important to 

distinguish between the two aspects of cloud 

computing. It is expected to supply agility, scalability, 

fault tolerance. 

Cloud computing have cloud service and cloud 

technology. Cloud services are to achieve the network 

connection to a remote service. Cloud technology is to 

create a virtualization and automation technologies. 
Hadoop cloud computing is done, we will test the 

cloud employing an embedded platform in a cloud 

environment to perform fingerprint identification 

 In Hadloop of cloud computing environment is 

applied the test on capabilities of finger print 

identification and facial recognition on access control 

system. To develop the structure and deployment on 

cloud computing are valid and test on service an 

embedded platform. Client will be checking an 

immediate and effective response on access control 

system. 

 In fingerprint image the device will be mentioned on 

algorithm. Pre-processing images is acquired it must 

be a pre-processing. Characteristic value is extracted it 

will be compared with owner’s fingerprint in the 

database.  

 Verify the character is matched and system returns the 

result match or not. Algorithm is deal with high 

capacity requirements. Security is enhanced largely for 

stability and reliability of owner recognition.  
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 ATM’s are electronic machines, which are operated 

by a customer himself to deposit or to withdraw cash. 

ATM card are plastic card, magnetically coded. The 

user will be friendly. ATM card linked to your bank 

account makes financial transactions a breeze by 

eliminating the waste of writing checks or the dangers 

of carrying large sums of cash. Also known as a debit 

card, ATM cards benefit both consumers and the 

banking institution where they originated. 

 ATM is more flexible and scalable for a user. High-

speed communication, Connection-oriented service, 

similar to traditional telephony, Fast, hardware-based 

switching. The single universal is interoperable 

network transport. The single network connection that 

can reliably mix video and data efficient allocation of 

network bandwidth. 

2. Related work 

Cloud computing is access control of outsourced data on 

attributed based encryption (ABE). It is suffer from 

inflexibility in implementing complex access control 

policies. (HASBE) hierarchical attributes set based 

encryption. It contain realize scalable and fine grained 

access control and flexible. HASBE extends the ASBE 

algorithm with a hierarchical structure to improve 

scalability and flexibility at the same times are inherits. 

Fine grained access control of ASBE in feature. It has 

been efficient user revocation. In cloud services provides 

the storage services it means the owner can encrypt the 

data files and store. Each are have domain authority. The 

authorities are responsible for a federated enterprise and 

affiliated company in a federated enterprise. The 

HASBE is based on security of cipher text policy 

attribute based encryption and computational  

complexity and analyze its performances. Cloud 

computing of HASBE is implementing a fully fledged 

access control scheme. We analyse and evaluate of 

HASBE based on real implementations [1]. 

Cloud computing is a fine grained access control it will 

be confronted with when tackling is need for fine 

grained access control. The attributed is using encryption 

scheme to implement on cloud computing on fine 

grained access control. The private key is default 

attributes. The users can accountability by inserting to 

user specific information in user private keys. Fine 

grained access control data confidentiality is respect with 

security analysis, existing work are usually apply in 

cryptographic methods. In security level to services is 

content of file stored. It is more secure is broadcast 

information between user and servers are required. In 

this system need for security level use to a external 

attackers and internal attackers. Cloud servers are always 

in online and operated by cloud service provider (CSP). 

It has capacity to storage large amount and different 

method of power. [2]. 

 The access control to resource using an improved 

RBAC (rule base access control) between users and 

operations of objects. In this model to used a trust based 

access control model it has envrionment and function of 

trusted computing platform in cloud computing. It is 

reduces the cost of security administration in large 

networked application and complexity. Dynamic access 

control on framework its automatically updates all level 

of trust in each cloud. In RBAC on cloud computing is 

solve more complex and difficult problem. The security 

service in the system is can identify any private 

information, it as an urgent problem that should be 

managed in safely [3].  

The environment is inspired by the GTRBAC model on 

cloud computing (generalize temporal role based access 

control). It’s very difficult to achieve with the RBAC 

need a dynamic access control to achieve cross domain 

authentication.  Security domain marks to use the trust 

degree to calculate the final trust degree and threshold 

threshold trust degree is to compare setting the different 

threshold trust degree dynamically. To achieve cloud 

computing resource on effective control cloud 

computing is contain in security access control [4].  

To allow data owners to integrate data access polices 

within the encrypted data on attribute based access 

control on flexible approach. The flexibility based on 

cryptosystem it can contain more flexible access control 

based on temporal constraints. Cloud based storage 

services is data owner, many data users, cloud servers. In 

communicating with each other we have to fixed a 

exactly the same current time always. Encrypt 

outsourced sensitive data in item of access policy on 

attributes describing the outsourced data on cloud 

computing. Cloud computing is construction a temporal 

access control solution along with a proxy based re-

encryption. Cryptographic integer comparisons are using 

help of cloud services. In security propose we used a 

forward and backward derivation function. The is based 

RSA assumption.  [5]. 

 Cloud computing RBAC is optimized by access control 

system in cloud. It is contain in role of R as middle 

variable and space of size is user role assignment and 

role permission assignment. The dRBAC is organization 

cooperate with each other is used for standard protocols 

and networks. In internet network is an own user but it 

allocates the domain for the enterprises. It will be 

centralized or access control system and data storage. 

Conventional RBAC is containing change of the user in 
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frequently. We facing on user on large number the 

codification spaces of conventional RBAC it will 

become very complicated [6].  

On using (VVOIP) video/voice over IP it is real time 

application. PRSCTP protocols are adopted on head of 

line, non real time transmission and handover 

interruption. ARM based on no longer with power 

saving and the computation is load for real time video 

phone cell. Client-server schema is using VVOIP 

application running on cloud computing [7].  

 A hosting data and deploying service it will be 

delivering computing power the cloud user can be a 

computer network. Cloud computing contain low cost 

ubiquitous nature and robustness. In internet cloud 

contain a single point to access for all users. Fine 

grained data access control is a data security. Cloud 

computing is combines a key policy attributed based 

on encryption, proxy re-encryption. Access policy can 

be represented on logical expression [8].  

It is used for before matching to conquer the distortion 

on time consuming revision. Every pixel of the image is 

set of frequency value to associated amplitudes. 

Amplitude of frequency images is simple by concentric 

circles, its extracted invariant. Before enhancement the 

fingerprint images are extraction, after enhancement of 

fingerprint image is energy distribution. Inter process an 

image is transformed into frequency domain by FFT. 

Enhancement of the images according to the minutiae. 

The algorithm is quite appropriate for the identification 

which is comparing the inputted fingerprint with the 

templates of database [9]. 

RBAC is a user and permission to reach flexible and 

effective access control. MAC (Mandatory access 

Control) is security level to resources and clearance of 

each user on security. RBAC is effectiveness of access 

control of complicated modern on information system. It 

will be deployed by flexible and effective access control 

and multiple distributed servers. Security of RBAC is 

distributed computing environment it protecting on 

encryption method. It is used to digital certification by 

asymmetric encryption methods and business transaction 

[10]. 

  3. Problem Definition  

          In previous papers they are used various 

methods (rapid face, fingerprint) to access the 

information from the cloud.  These methods are 

providing security to the user and easily accessing 

the data. But we are implementing this paper using 

fingerprint identification in ATM. This method 

providing more security and it will act as user 

friendly than the other papers. 

4. ATM Security 

1.1 Architecture 
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5. Algorithm 
 

Step 1: Start. 

Step 2: User have to insert the card. 

Step 3: Scan the fingerprint. 

Step 4: Enter the pin number. 

Step 5: Display the main menu. We have four 

options withdrawal, deposit, money transaction and 

enquiry. 

Step 6: Stop. 

6. Details of Experimentation, analysis 

And Modelling. 
In system user should insert a card into the system 

and they should give the fingerprint. System will 

check the fingerprint if it is valid they enter into 

next step. If it is not valid again they should insert 

the card and give the fingerprint. After user must 

enter the pin number if it is invalid again they 

should start from the beginning. If it is valid they 

can process the transaction. This transaction is 

working with cloud then retrieves the information 

and data will send to other systems. We can access 

the information from any other system with the 

help of cloud. 

7. Conclusion 

In this paper we have proposed the some 

fingerprint on fast access called as fast access 

control. FAC is the foundation of access control in 

cloud computing environment. This paper 

introduces ATM machine System using FAC. In 

ATM security advantages are stability and 

reliability on using fingerprint identification. In this 

model we can add safer, reliable, security, 

condition, user friendly and priority. This system 

can easy to solve the problem of fast access control. 

we implementation of this process done by ATM 

machine system. 
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